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1. OBIIASAA XAPAKTEPUCTHKA PABOYEN ITPOI'PAMMBI IIPO®ECCHOHAJBLHOTO
MOJYJISA

[IM.02. Opranuzanusi CET€BOro aAMUHUCTPUPOBAHUS
HAaumeHoearue I’lpOd)eCCUOHaJZbHOZO MO()yﬂ}l

1.1. Heas ¥ niIaHMpyeMble pe3yabTAaThl 0CBOeHHS NPO(eCcCHOHAIBHOI0 MOIYJIsI

B pesymprare wusyueHus mnpo(ecCHOHATBLHOTO MOIYJS CTYACHT JOJDKEH OCBOUTH
OCHOBHOWM  BHJ  NpPO(PECCHOHAIBHON  AesTenbHOCTH  «OpraHm3anus  CEeTeBOTO
aIMAHUCTPUPOBAHUSI» U COOTBETCTBYIOIIHE €My MpodeCCHOHAIbHBIC KOMIICTCHIIUU M
00IIIMe KOMITETCHIINH:

ITepeueHp OOIMX KOMITETCHITUI

Koa HaumeHoBaHHe 001X KOMIIETEHIUI

OK 1. Bri0upats ciocoObl penieHus 3aa4 NpoPpecCuoOHAIbHON JeSTENbHOCTH,
MIPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 2. Ocy1iecTBIATh MOUCK, aHATIU3 U UHTEPIPETALNIO HHPOPMALIHH,
HEOOXOAMMOM JJIs1 BBIIOJTHEHMS 33124 PO ECCUOHATIbHON AESITEIbHOCTU

OK 3. [InanupoBaTh U peain30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U
JUYHOCTHOE PA3BUTHE.

OK 4. PaGotath B KO/IEKTHBE U KOMaH€, 3P(HEKTUBHO B3aUMO/IEHCTBOBATH C
KOJUIEraMHU, PYKOBOJICTBOM, KJIMEHTaAMU.

OK'S. OcCymeCTBIATh YCTHYIO M TMCBMEHHYK0 KOMMYHHUKAIUIO HA TOCYIAPCTBEHHOM
A3BIKE C YYETOM OCOOCHHOCTEN COIMANIBHOIO M KYJBTYPHOIO KOHTEKCTA.

OK 6. [IposBIATE TPaKAAHCKO-NIATPUOTHYECKYIO MO3ULUIO, TEMOHCTPUPOBATH
OCO3HaHHOE MOBEJCHHE HA OCHOBE O0IIEUETI0BEYECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXPAaHEHUIO OKPYKAIOIIEH CPeJIbl, pECypCOCOEepeKEHUIO,
7 (dEeKTUBHO AEWCTBOBAThH B UYPE3BBIYAMHBIX CUTYALIUSX.

OK 8. Hcnionb3oBathk cpencTBa GuU3NUECKON KyJIbTYphI IJIsi COXpAHEHUS U
YKpETUIEHUS 3/J0POBbs B Mpoliecce MpodheccnoHalIbHON e TEeNbHOCTH U
noJJiepKaHrue He0OXOJMMOTO YPOBHS (PU3NYECKON NOJTOTOBIEHHOCTH.

OK 9. Hcnonb3oBaTh HHOOPMAIMOHHBIE TEXHOJIOTUU B MPOPECCUOHATIBHON
NeSITENbHOCTH

OK 10. | ITons3oBarbes npodeccuoHaIbHOM TOKYMEHTAaUKeH Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK 11. | IlmanupoBaTh mpeANPUHUMATEILCKYIO JEATETLHOCTH B TPO(EeCcCuOHATBLHOM
cthepe

Ilepeuenb npodecCuoHaTbHBIX KOMIETEHIIUMA

HaumenoBanue BH/I0B 1€ATCJIbHOCTH U HpO(l)eCCI/IOHaJII)HI)lX

Kon o
KOMIICTCHIIMU

B/l 2. Opeanusayus cemegoz2o aOMUHUCMPUPOBAHUSL

I[IK 2.1 | AIMHHUCTPUPOBAThH JOKAJIbHbBIE BBHIYUCIUTEIbHBIE CETU U MPUHUMATh MEPHI
110 YCTPaHEHUIO BO3MOXKHBIX COOEB.

[IK 2.2 | ATMUHUCTPUPOBATH CETEBBIE PECYPCHI B MH(GOPMAIIMOHHBIX CUCTEMAX.




I[IK 2.3 | OGecnieunBaTh  cOOp  JaHHBIX ISl aHajiWM3a  HMCIOJB30BAaHUS U
(YHKIIMOHUPOBAHUS MPOrPAMMHO-TEXHUYECKUX CPEJCTB KOMITBIOTEPHBIX
ceren

[IK 2.4 | B3aumozeiicTBOBaTh CO CHEUAIUCTaMU CMEKHOT0 poduiis mpu pazpaboTke
METOJIOB, CPEJCTB M TEXHOJIOTUN MPUMEHEHHUS O00BEKTOB MPO(PECCHOHATBHON
JEeSTENbHOCTH.

B pesynbraTe ocBoeHUs MpodeCCHOHATHLHOTO MOAYIIS CTYICHT JOJKEH:

Nmetn YCTaHOBKE, HACTPOMKE M COIMPOBOXKIECHUHM, KOHTPOJIE HMCIOJIb30BAHUSA

MpaKTUYECKUA | cepBepa U padourx CTaHIMM /it 6e30MmacHoi nepenayn nHopMaluy;

OTIBIT B COeOUHeHUU 8 JIOKATIbHYI0 Cemb padouux CMaHyuli u cepeepa,
Hacmpotixe npo80OHbIX COeOUHEHULL cepepa U XOCHIO8.

yMETh aJIMUHUCTPUPOBATh JIOKAJIbHBIE BHIYUCIIUTEIBHBIE CETH;

MIPUHUMATH MEPHI TT0 YCTPAHESHUIO BO3MOKHBIX COOCB;

o0ecrieunBaTh 3alUTy TPH TOAKIIOYCHHH K WH()OPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOM cetn "MHTepHet";

YCMaHasnueams U - HACMPAaueamv — COBPEMEHHOE  NPOSPAMMHOE
obecneuenue Windows u Linux,

3aNOAHAMb MEXHUYECKVIO OOKYMEHMAyuto no aOMUHUCIPUPOBAHUIO
KOMNbIOMEPHBIX cemel,

paznuuams nepugeputinoe cemesoe 0bopyoosarue.

3HATh OCHOBHbBIE HANpPaBICHUS A IMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH;
YTUIIUTBI, PYHKIMH, YIAIEHHOE YIIPABICHUE CEPBEPOM;

TEXHOJIOTHIO 0€301acHOCTH, MIPOTOKOJIOB aBTOpHU3aIUH,
KOH(QUACHIIMATBHOCTH M 0€30MacHOCTU Tpu paboTe C CETEBBIMU
pecypcamu;

CnocoOvl YCMAHOBKU U YNPABIEHUsL CePBEPAMU.

1.2. KoanuyecTBO 4acoB, 0OTBOJAMMOE HA OCBOEHHE MPO(PECCHOHATIBLHOI0 MOLY ISl

Bcero yacoB — 870 yacoB, B TOM 4HUCIIE:
- 390 yacoB BapumaTUBHOW YacTH, HAMpPABICHHBIX HAa YCHJICHHE O005S3aTEeIbHON
YaCcTH MPOTrpaMMbI TPO(HECCUOHATTELHOTO MOJTYJIS.




2. CTPYKTYPA U COAEP KAHUE ITPOPECCHUOHAJBHOI'O MOAYJIsA

2.1. Ctpykrypa npo¢ecCHOHATbHOT0 MOTYJIsI

O6beM npodeccHoOHATBHOT0 MOIYJIfA, YaC

Oo6y4yenune no M/IK IpakTuka
K Cymmap
OZ1bI HbII IMpousso ;E
H}E);J:l:;clc,g(o HaunMeHoBaHMs pa3ieioB 00beM o B T.4. B T.4., AcTeenna |- g E
npodeccHonaILHOro Moyst Harpysk TA00pATOPHBIC kypcoBasi | CamocrosT | YueOHa 3 (1o S =
KoMIeTeHI Bcero, padoThI 1 npopuia | ¥ o
. U, yac pabota eJIbHasl o1, 2 9
uu YacoB | IpPaKTHYeCcKHe cnenuaan | s E
(mpoekr), padora 4acoB s =
3aHATHA, HOCTH),ua | &
4acoB =
4acoB COB
1 2 3 4 5 6 7 8 9 10
K 2.1- Pa3znen 1. AIMUHUCTpUPOBAHUE 262 244 120 10 8
MK 2.4 CETEBBIX ONEPAIIMOHHBIX CUCTEM
IK 2.1- Pasnea 2. [Iporpammuoe obOecrieueHue 140 124 54 12 4
IK 2.4 KOMIIBIOTEPHBIX CETEN
MK 2.1- Pa3nen 3. Opranu3amnus 172 152 60 14 6
K 2.4 aIMUHUCTPUPOBAHNS KOMIIBIOTEPHBIX
CHUCTEM
IIK 2.1-I1K | YyeOHnasi npakTHKa 144 144
2.4
IIK 2.1-IIK | IIpon3BoacTBEeHHAs NPAKTUKA (110 144 144
2.4 NnpoQuII0 CIeNaIbHOCTH), YaCOB
IIpoMe:kyTouHasi aTTeCTALMSA 8 8
(3x3aMeH (KBaJIM(PUKANMOHHBIN))
Bcero: 870 520 234 36 144 144 26

“Pasznen npo)ecCHOHAILHOIO MOAYJIS — YacTh IPOrpaMMbl HPO(ECCHOHATLHOI0 MOIYI, KOTOPas XapaKTepU3yeTcs JOTMYECKON 3aBEpPLUICHHOCTHIO M HAIIPABJICHA HA OCBOCHHE OJHOI
WA HECKONBKHUX MPO(EeCCHOHANBHBIX KOMIETEHINHA. Pa3nen mpodeccHoHaIbHOTO MOAYIS MOXET COCTOSATh M3 MEXIWCIMIDIMHAPHOTO Kypca M €TO YaCTH M COOTBETCTBYIOIINX
yacTeil y4eOHON ¥ IMPOW3BOJICTBCHHON mNpakTWK. HamMeHoBaHue pasjena mpo(ecCHOHAIBHOTO MOJIYJSl JOJDKHO HAYHMHATBHCS C OTIJIArOJNBHOTO CYINECTBUTEIBHOTO M OTPAaXKaTh

COBOKYITHOCTb OCBaMBACMbIX KOMHCTGHHI/Iﬁ, yMeHI/Iﬁ U 3HaHMI.




2.2. TemaTu4eckuii IJIaH U copep:kaHue npodeccuonanbuoro moaysas (IIM)

HaumenoBaHue pa3jiesioB u Conep:kanue y4eOHOT0 MaTepuaJia, JJadopaTopHble padoThl M MPAKTHYECKUE 3AHATHS, Oo0bem
TeM Npo¢eccCHOHATBHOTO0 CaMOCTOsITe/IbHAasi padoTa o0yyammxcs , KypcoBasi padoT (IIpoeKT) 4acoB
moayJasa (ITM),
MEKIMCIUIITHHAPHBIX
kypcoB (M/IK)
1 2 3
Pa3nes 1. AiMuHUCTpUpPOBAHHUE CETEBBIX ONEPAIIMOHHBIX CUCTEM 262
MJIK 2.1. AAMHHUCTPUPOBAHUE CETEBBIX OMEPAIMOHHBIX CUCTEM 262
Tema 2.1.1. Vcranoskau | Cogepskanue 66
HacTpoiika Windows Server 1 0630p Windows Server 2016. 2
2016 JlomaniHee 3a/1aHMe: COCTaBUTh Ta0JIMIlYy CPABHEHHUS BEPCHUI ONEepalliOHHON CUCTEMBbI
2 PassepreiBanne Windows Server 2016. 2
JloMalHee 3aJJaHue: COCTaBUTH IJIaH KOHCIEKTA JIEKIIUU
3 0630p 3anau no ynpasinenno Windows Server 2016. Beenenne B Windows PowerShell 2
JloMalHee 3aJaHue: YTCHUE U aHAIN3 KOHCIIEKTa
4 Bregenue 8 AD DS. O630p dhyHKIIMIT KOHTpOIUIEpa TOMEHA. 2
JlomamHee 3ajJaHue: YTeHUE U aHAIU3 Juteparypsl [1] ctp. 281-292
5 Ynpasnenue o6bekTaMu JOMEeHHBIX ci1yk0 Ciyx6n1 KaTanora 2
JlomaniHee 3alaHle: YTCHUE U aHAIM3 JuTeparypsl [1] ctp. 292-300
6 | ABroMaru3anus aIMUHUCTPUPOBAHUS TOMEHHBIX cinyx0 CiyxObl Karanora 2
JlomaniHee 3alaHle: YTCHUE W aHAIM3 JuTeparypsl [1] cp. 300-311
7 N3yuenue nporokosa DHCP 2
JlomaiHee 3aJaHue: YTCHUE U aHAIN3 JuTeparypsl [ 1] ctp. 213-227
8 ITponecc pazpemenust umeH B Windows 2
JlomaniHee 3alaHMe: YTCHUE W aHAIH3 JIUTepatypsl [1] cTp. 227-233
9 [Tpumenerne DNS 2
JlomalHee 3ajJaHue: YTeHUE U aHanu3 auteparypsl [1] ctp. 233-251
10 0O0630p METOJIOB XpaHECHHSI TAHHBIX 2
JloMalHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
11 | [Ipumenenue aitioBoi Ciryx0ObI 2
JloMaliHee 3aJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
12 | Ilpumenenue ¢aiinoBoi ciaykObl e4aTH 2




I[OMaIIIHee 3aJaHue: YTCHHUC M aHaJIN3 KOHCIICKTAa

13 | O630p rpynmnoBor MOJUTHKA 2
JlomaniHee 3ajiaHnue: yTeHne u aHanu3 aureparyps [1] crp. 300-311
14 | [IpumeHeHne aIMUHUCTPATUBHBIX MIA0JIOHOB 2
JlomaniHee 3ajianue: yTeHne u ananm3 aureparyps [1] crp. 300-311
15 | O6G30p GezonacHOCTH onepanuoHHBIX cructeM Windows 2
JlomanHee 3ajaHue: yTeHUEe W aHaIM3 auTeparypsl [1] ctp. 311-319
16 | Iloctpoenue 3amuThl cepBepoB Windows npruMeHeHHEM 00bEKTOB IPYIIIOBOM MOJUTHKH 2
JlomanHee 3aJaHHe: YTCHUE U aHAIN3 KOHCIICKTa
17 | OG30p TexHoaoruil Bupryanusauuu. Ilpumenenue Hyper-V 2
JlomanHee 3ajjaHue: IMOJArOTOBKA K TECTUPOBaHMIO 1o Teme 2.1.1.
IIpakTuyeckue 3aHATHSA 28
1-2 | PassepreiBanne Windows Server 2016
3-4 | Hactpoiika Windows Server 2016 nocie ycTaHOBKH
5-6 | Hacrpoiika u ycrpaHeHue Hemosuaaok ciyxosl DNS.
7-8 | llognepxka AD DS.
9-10 | YmpaBieHH€e MOJIb30BATEIHCKIMH U CITYKEOHBIMU YYETHBIMH 3aITUCSIMU
11-12 | BHeapenue uHGPACTPYKTYpbI IPYIIOBBIX MOJIUTHK
13-14 | YnpaBieHue noIb30BaTeIbCKUM pabOUYUM CTOJIOM Yepe3 IPYNIOBYIO MOJUTHKY
CamocrosiTesbHasi padoTa 4
IToaroroButh npesentanuio Ha Temy «VMWare vSpherey
[TonroToBUTH BRICTYILUIEHHE HA TeMY «CpelicTBa MOHUTOPHHTA ONIEPAIIMOHHBIX CHCTEM)

Tema 2.1.2. Coaepxxanue 134
AJIMUHHCTPUPOBAHHUE 1 Yupasnenue cinyx60it DNS u ycTpaneHnue Hemoiaiox. 4
Windows Server 2016 Jlomalunee 3aJaHMe: YTEHUE U aHanu3 auteparypsl [1] crp. 251-253

2 Anmunuctpuposanue AD DS 4
JlomaniHee 3alaHle: YTCHUE W aHAIM3 JuTeparypsl [1] cp. 281-300

3 [Monnep:kka noMeHHbIX ciny)k0 Ciyx0p1 KaTtanora 4
JlomaniHee 3aJaHUe: YTCHUE W aHAIN3 KOHCIIEKTa

4 YnpaBieHue noiab30BaTeNbCKUMU M CTY)KEOHBIMH YUETHBIMU 3aIMCSIMU 4
JlomalHee 3aJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

5 BHenpenne u aIMUHICTpUPOBaHUE [ PYIITOBBIX MOJMTHK 4
JlomaniHee 3ajlaHle: YTeHUE U aHAM3 TuTeparypsl [1] ctp. 281-300

6 MeTo1p1 TPOBEPKHU MOJTMHHOCTH CepBepa 4

I[OMaI[IHee 3aJaHue: YTCHUC U aHaJIM3 KOHCIICKTa




7 MOHMTOPHHT U YCTpaHEeHHUe HenoiaaoK poiu «CepBep ceTeBOM MOIUTUKI 4
JloMamHee 3aJaHue: YTCHUE U aHAIU3 KOHCIIEKTa

8 00630p nporecca TPUMEHEHUS 3aIUTHI JIOCTYNA K CETH 4
JloMamHee 3aJaHue: YTCHUE U aHAIU3 KOHCIIEKTa

9 MOHMTOPHHT U ycTpaHeHue Henonantok NAP 4
JloMalHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

10 | O6G30p TEXHOJOTUHU YJAJICHHOTO JOCTYyIa 4
JloMalHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

11 | Buenpenue DirectAccess, VPN, Web Application Proxy. 4
JloMmaniHee 3aJJaHUe: YTCHUE U aHAIN3 KOHCIIEKTa

12 | Ontumuzanus QailsioBBIX CEPBUCOB 4
JloMmaniHee 3aJJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

13 | Ilpumenenune knaccubukayu (GaiioB u 3a1a4 IO yrpaBieHHO (aiaamu 4
JloMamHee 3aJaHUe: YTCHUE U aHAJIU3 KOHCIEKTa

14 | Hacrpoiika u yctpaneHnue Henosnaaok pernkanuu DFS 4
JloMalHee 3aJaHue: YTCHUE U aHAIN3 KOHCIEKTa

15 | Hacrpoiika mmdpoBanus 4
JlomamHee 3ajjaHue: YTeHUE U aHanu3 aureparypsl [1] ctp. 339-341

16 | Hacrtpoiika pacIIMpeHHOro ayuTa 4
JlomaniHee 3aJJaHue: YTCHUE U aHAIN3 KOHCIIEKTa

17 | Pa3BepThiBaHME U NOAJEPAKKA CEPBEPHBIX 00pa30B 4
JlomaniHee 3aJaHue: YTCHHE U aHAIN3 KOHCIIEKTa

18 | YnpaBneHue 0OHOBICHUSIMHI 4
JlomaniHee 3a/laHMe: ITOATOTOBKA K TECTUPOBAHMIO 110 Teme 2.1.2.

IIpakTuyeckue 3aHATHS 60

15-17

YcranoBka u Hactpolika poau Cepsep CeTeBoi NOIUTHKH.

18-20

HpI/IMeHeHI/Ie 3aIIWUTEI JOCTYIIA K CCTH.

21-22

Buenpenue texnosorun DirectAccess ¢ MOMOIIbI0 MacTepa HauaIbHOM HACTPOUKH.

23-24

Pa3BepThiBaHue pacuinpeHHON HHPpacTpyKTyphl DirectAccess.

25-27

Brenpenne VPN.

28-30

Brenpenune Web Application Proxy.

31-33

Hacrpoiika Kot u (aitnoBoro skpanupoBanusi B FSRM.

34-35

[Ipumenenne DFS.

36-38

Hacrpoiika mudpoBaHus 1 paCIIMPEHHOTO ay/InTa.

39-40

Hcnonp3oBanue ciyx0bl pazBeptbiBanusg Windows juist pasBepteiBanust Windows Server 2016.




41-42 | Buenpenue ynpapieHus 00HOBICHHSIMH.

43-44 | Monutopunr Windows Server 2016.

CamocrosiTesbHasi padoTa 2
[ToaroroBuUTH Mpe3eHTanuIo Ha TeMy «TeXHOJIOTHH yIaIeHHOTO JOCTYIIa»
Tema 2.1.3. OcHoBsl Linux | Conep:xanue 54
1 @aiinoseie cucrembl OC Linux 2
JlomanHee 3ajjaHue: YTEHUE U aHAIKU3 JauTeparypsl [2] cTp. 33-36
2 Bapuantsl ycranosku cepsepa OC Linux 2
JlomaiiHee 3aJjaHMe: YTCHUE U aHATHU3 KOHCIICKTA
3 | Web-cepsepa B OC Linux 2
JlomaiiHee 3aJjaHMe: YTCHUE U aHAIHU3 KOHCIIEKTA
4 Cepsep DNS B OC Linux 2
JloMmanHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
5 Cepsep DHCP B OC Linux 2
JloMmanHee 3a/JaHUe: YTCHUE U aHAIN3 KOHCIIEKTa
6 @aiinossle cepsepa B OC Linux 2
JlomanHee 3aJJaHue: YTCHUE U aHAW3 Juteparypsl [1] crp. 16-32
7 VY naneHHsli JocTyn 2
JlomamHee 3ajjaHue: YTeHUE U aHanu3 aureparypsl [1] crp. 123-125
8 Ceprepa bJ] B OC Linux 2
JloMamHee 3ajjaHue: YTeHHUE U aHaU3 auteparypsl [1] ctp. 46-50
9 | Konteiinepsr Docker 2
JlomamiHee 3alaHME:I0TOTOBKA K TECTUPOBaHMIO 1o Teme 1.1.3.
IIpakTuyeckue 3aHATHS 32
45-46 | TToaroroBka cepBepa OC Linux
47-48 | PaseptriBanue cepBepa OC Linux
49-50 | Pa3septhiBanne Nginx
51-52 | Hactpoiixa DNS u DHCP
53-54 | Hactpoiika Samba
55-56 | Hactpoiika yaneHHOro joctymna
57-58 | Hactpoiika MySQL, MongoDB
59-60 | Usyuenue Docker
CamocrosiTesbHasi padoTa 4

IToaroToBuTh Mpe3eHTanuio Ha Temy «OnepalnnoHHbIE CHCTEMBI ceMericTBa Linuxy

[ToaroroButs Tabmuiy cpaBHeHus cepBepabix OC cemerictBa Windows u Linux




IIpome:xxyTouHasi aTTecTanus (3K3aMeH)

Pa3pean 2. [Iporpammuoe 140
obecriedeHrne KOMITbIOTEPHBIX
ceTe
MK 2.2. ITporpammuaoe 140
obecrieueHre KOMIBIOTEPHBIX
ceren
Tema 2.2.1. Peanusanus Coaep:xanue 108
KJIMEHTCKOM 1 00630p KU3HEHHOT'0 LIUKJIA KJIMEHTCKMX KOMIIBIOTEPOB IIPEITPHUSITHS 2
UH(PPaACTPYKTYPHI JlomanHee 3aJaHHe: YTCHUE U aHAIHM3 KOHCIICKTA
2 O0630p MeTo10B pa3BepThiBaHus KiareHTckuX OC B cpenie opraHu3anuu 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA
3 [InanupoBaHue cTpaTeruu ynpasieHus oopazaMu 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTA
4 Peany3zanys neHTpaJM30BaHHOTO penieHus 1o oesonacHocTH KiaueHTckux OC 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIN3 KOHCIICKTA
) Hactpoiika 6e3onmacHocTy kiueHTCKUX OC ¢ moMOIIbI0 rpyIIOBON NOJUTHKU 2
JlomMalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa
6 ITnanuposanue u peanusanus BitLocker, EFC 2
JlomalHee 3aJaHHe: YTCHHE U aHAJIU3 KOHCIEKTa
7 VYnpasnenue cpenoit npenxycranoBkun Windows 2
JlomalHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIEKTa
8 3axBaT U ynpasieHue oOpasamu kianeHTckux OC 2
JlomanHee 3aJaHHe: YTCHUE U aHAIW3 KOHCIIEKTA
9 0O0630p croco00B MUTPAITMH [TOJIB30BATEIBCKON CPeIbl 2
JlomanHee 3aJaHHe: YTCHUE U aHAIH3 KOHCIIEKTA
10 CO0p aHHBIX U BOCCTaHOBIJIEHUS Mpoduiist nmosb3oBatens ¢ nomompo USMT 2
JlomanHee 3aJaHue: YTCHUE U aHAIW3 KOHCIICKTA
11 ITnanuposanue cpeast Lite Touch Installation 2
JlomalHee 3a/laHHe: YTCHHE U aHAJIU3 KOHCIEKTa
12 Cosnanue u Hactpoiika Microsoft Deployment Toolkit Deployment Share 2
JloMalHee 3a/1aHHe: YTCHHE U aHAJIU3 KOHCIEKTa
13 | IlnanupoBanue u passepreiBanue knueHTckux OC ¢ momomnsio System Center Configuration Manager 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA
14 00630p cyx0b1 ynageHHoro padodero crona. [Imanuposanue cpenst Remote Desktop Services 2
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I[OMaIIIHee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

15 Hacrpoiika crienapust uHQPaCTPYKTypbl BUPTYaJIbHBIX PaOOUYUX CTOJIOB 2
JlomMalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIIEKTA

16 [InannpoBaHue BUPTYyaIu3ayi NpoGuis mMoJIb30BaTENS 2
JloMalHee 3a/1aHHe: YTCHUE U aHAJIW3 KOHCIEKTa

17 | Peanu3auus BupTyanu3anuu pabotsl mosb3oBaress Microsoft User Experience Virtualization 2
JlomaniHee 3aiaHle: YTCHUE U aHAIN3 KOHCIIEKTa

18 [TnaanpoBanme nHPPACTPYKTYypbl OOHOBICHUH 71l OpraHu3anuu. Y IpaBlieHue 0OHOBICHUSIMU 2
JomainHee 3aiaHle: YTCHUE U aHAIN3 KOHCIIEKTA

19 | UcnonwzoBanne Windows Intune amnst ynpasierust 0OHOBIICHHE TPOIPAMMHOTO 00eCTIeUeHHsI. 2
JomainHee 3aiaHle: YTCHUE U aHAIN3 KOHCIIEKTA

20 3anTa KOMIBIOTEPOB MPEANPHUSITHS OT BPETOHOCHBIX TPOrPaMM 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA

21 3ammTa KOMIBIOTEPOB NPEANPUITHS OT MOTEPh JAHHBIX 2
JlomanHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA

22 MOHUTOPUHT 3aIIUTHl KOHEUYHBIX TOYEK 2
JlomanHee 3a/JaHHe: YTCHUE U aHAIW3 KOHCIIEKTA

23 [Tpon3BOAUTENBHOCT M Pa00TOCIIOCOOHOCTh HHMPACTPYKTYpHI KiIHeHTcKux OC 2
JomanHee 3aiaHue: YTEHUE U aHAIN3 KOHCIIEKTA

24 | MoHuTOpHHT HHPPACTPYKTYPHI BUPTYAIBHBIX KIIMEHTOB 2
JlomamHee 3aJaHMe:0IrOTOBKA K TECTUPOBAHUIO 1O Teme 2.2.1.

IIpakTuyeckue 3aHATHSA 54

1 | OueHka u onpeaesieHHe NapaMeTpoB pa3BEPThIBAHUS.
2 | IlmanupoBaHue CTpATETHH YIIPABICHUS 00pa3aMH.
3 | Hacrpoiika 6€301maCHOCTH KJIMEHTCKHX CUCTEM.
4 | Hactpoiika mmdpoanus ¢aitnos ¢ nomoursio EFS.
5-6 | [Toxrororka oOpa3a u cpeapl npeaycranoBku YcranoBka Windows ADK.
7-8 | Coznmanue stanonHoro oopasa ¢ nomoribio Windows SIM u Sysprep. Co3nanue (aiina OTBETOB ¢
nomoieio Windows SIM.
9 Coznanue u 00CTy)KUBaHUE ITAJJOHHOTO 00pasa.
10- | Hactpoiika u ympasiaenue Windows Deployment Services [Tnanuposanue cpeast Windows Deployment
11 | Services.
12 | IInaHupoBaHMe U peaau3alus MUTPALlUH MOJIb30BATEIbCKON CPEIbL.
13 | Murpaiusi cCOCTOSIHUS MOJIB30BATENS C CO3JaHNEM JKECTKUX CChUIOK.
14 | IlnanupoBanue u passeprbiBaHue KMeHTckux OC ¢ nomompo MDT.
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HOI[I‘OTOBKa CpCAabl IJid pa3BCPThIBAHUSA OHepaHHOHHOﬁ CUCTCMBEI.

116; Hcnons3oBanue MDT u Configuration Manager aist moarorosku Zero-Touch Installation.
18- .
19 [TnanupoBanue u peanuzauus uHdpactpykTypsl Remote Desktop Services.
20 | Pacimupenwne noctymna k MaTeprer mis uadpactpykrypsl RDS.
2212_ PasBepThIBaHME U MOAIEPIKKA BUPTYATH3ALMHA TPOQUIIS TOTb30BATEIS.
23 | IlpoektupoBanue u peanu3anus (ailyioBbIX CIIyxO.
24 | Peanusarust Client Endpoint Protection Hacrpotiika Touku Endpoint Protection.
25 | Hactpoiika Data Protection jyist JaHHBIX KJIMEHTCKOTO KOMITBIOTEPA.
26- | MOHUTOPHUHT POU3BOJUTEIHLHOCTH U paboTocnocoOHocTH HHPpacTpyKTyphl kKiueHTckux OC, nx
27 | HacTpoMKa.
CamocrosiTesibHas padoTa 6
[TpousBecTr aHanM3 CyIIECTBYIONUX METO/IOB yIAJICHHOTO YIIPaBJICHHsI KOMIIBIOTEPOB
ITpoussectu cpaBHenue BitLocker, EFC
ITpousBecTr 0030p U CpaBHEHHE OTIMUUTEIHHBIX 0COOCHHOCTEH aHTHBUPYCHBIX IPOTPaMM
Tema 2.2.2. Peanuzanus Conep:kanue 28
Cpepl HACTOIBHBIX 1 PazpaboTka cTpaTeruu pa3BepThIBaHHS TPHIOKESHUN 2
TPUITOKEHHI JlomaiHee 3alaHue: YTCHHE U aHaIM3 JuTepatypsl [3] cTp. 6-14
2 JlnarHoctuka v obecreyeHre COBMECTUMOCTH IPUII0KEHUI 2
JlomalHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIEKTa
3 Pa3BepThIBaHNE NPUIOKEHUHN C MOMOIIBIO IPYNIOBBIX NMOJUTHK 1 Windows Intune 2
JlomaniHee 3aiaHle: YTEHUE U aHAJIU3 KOHCIIEKTa
4 PazseprriBanme npuiioxenuii ¢ momorpto System Center Configuration Manager 2
JlomaniHee 3aiaHle: YTEHUE U aHAJIU3 KOHCIIEKTa
5 PazBepThIBaHNE caMOOOCITY)KHBAEMBIX NPUIIOKEHHH 2
JlomaniHee 3aiaHle: YTEHUE U aHAIN3 KOHCIIEKTa
6 [TpoexTrpoBaHue U peanu3aiysi HHGPACTPYKTYPhl BUPTYAIH3AMK NPEACTABICHUN 2
JlomalHee 3a/laHHe: YTCHHE U aHAJIU3 KOHCIEKTa
7 [ToaroroBka, HaCTPOMKa M pa3BepThIBAHUE NIPEACTABICHUN BUPTYATU3ALNH ITPUII0KEHAN 2
JloMalHee 3a/1aHHe: YTCHHE U aHAJIU3 KOHCIEKTa
8 [IpoekTupoBaHue U pa3BepThIBAHUE CPEbl BUPTYATU3AIUHU IPUITOKEHHH 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA
9 [loaroroBka K BUPTyaan3alliu U pa3BepThIBaHHE BUPTYaIbHBIX MPUIOKECHHM 2
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I[()Mamﬂee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

10 [1nanupoBanue u peanusanus 6€300aCHOCTH U OOHOBJICHHSI PUIIOKECHHH 2
JlomMalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIIEKTA
11 MOHUTOPHHT pa3BepThIBAHUS, UCIIOJIb30BAHMSI U IPOU3BOUTEIBHOCTH IPUIOKEHUI 2
JlomalHee 3a/JaHHe: IOATOTOBKA K TECTUPOBAHMIO 110 Teme 2.2.2.
CamocrosiTesbHasi padoTa 6
Onpenenuts OM3HEC-TPeOOBAHUM Ul pa3BepThIBAHUS NPUIIOKEHUN
[InaHupoBaTh UHBEHTAPU3ALMIO IPUIIOKEHUMN.
Opranu3oBaTh MHBEHTapU3aLMIO IPOrPAMMHOI0 00ecriedeHus
IMpomexxyTounas arrectauus (1uddepeHIHPOBAHHBII 3a4€T) 4
Pa3znen 3. Opranuszanus 172
aJIMUHUCTPHPOBAHUS
KOMIIBIOTEPHBIX CUCTEM
M/K 2.3. Opranu3zamus 172
aJIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CHCTEM
Tema 2.3.1. Conep:xxanue 96
[TpoexTrpoBaHue u 1 [TnanupoBaHue anrpeia 1 MUTpaluu cepBepa 2
peanu3anus CepBEPHOM JlomaiiHee 3ajanue: 4TCHHUE M aHAJIM3 KOHCIIEKTA
MH(PACTPYKTYPbI 2 [TnanupoBaHue U BHeIpeHUE HHPPACTPYKTYpHI Ui pPa3BepTHIBAHUS CEPBEPOB 2
JlomalHee 3aJaHHe: YTCHUE U aHAIW3 KOHCIIEKTA
3 BHaeapenue nHGpacTpyKTyphl 1Sl pa3BepThIBaHUS CEPBEPOB 2
JlomalHee 3aJaHHe: YTCHHE U aHAJIU3 KOHCIEKTa
4 [TranupoBaHue U pa3BepTHIBAHKUE CEPBEPOB C HCIOJIB30BAaHUEM JIUCIIETUEPA BUPTYaTbHBIX MAIIUH 2
JlomalHee 3a/laHHe: YTCHHE U aHAJIU3 KOHCIIEKTa
5 Peanuzanus 6ubnanorek u npoduiei qucneryepa BUPTyalbHbIX MalllkH. 2
JlomalHee 3alaHHe: YTCHHE U aHAJIN3 KOHCIEKTa
6 Buenpenue nndpactpykrypsl ecoB u jomeHoB Active Directory Domain Services 2
JlomalHee 3a/laHHe: YTCHHE U aHAJIU3 KOHCIIEKTa
7 [TpoexTrpoBanue HHPPACTPYKTYpHI JecoB U JoMeHoB Active Directory Domain Services 2
JlomanHee 3aJaHue: YTCHUE U aHAJIH3 KOHCTIIEKTA
8 IIpoexkTupoBanue qoBepuTenbHbIX oTHOMEHHH AD DS. 2
JlomMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
9 [TnanupoBaHue AeIerupoBaHus aIMHUHUCTPATUBHBIX 3a]1a4. 2
JlomalHee 3aJaHHe: YTCHUE U aHAIW3 KOHCIIEKTa
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10 [IpoexTupoBanue CTpykTypsl noapaszaenennit OU. 2
JloMalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

11 IIpoekTupoBanue 1 BHeApeHue crpateruu rpynn AD DS 2
JlomMalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

12 [TpoexTHpoBaHKEe M BHEPEHUE CTPATETUU TPYIIIOBBIX NOJIUTUK 2
JlomMalHee 3a/JaHHe: YTCHHE U aHAIHU3 KOHCIIEKTA

13 [1nanupoBaHue yrpasjieHUs TPYNIIOBbIMU MOJIUTUKAMHI 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIHM3 KOHCIICKTA

14 [IpoekTupoBanue u peanuzanus cailtoB Active Directory 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIW3 KOHCIICKTA

15 [IpoektupoBanue pernkanuu Active Directory 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA

16 Buptyanu3zanusi KOHTpOJIEpOB TOMEHA 2
JlomalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

17 [lmannpoBaHue ¥ peanusanus XpaHWIUII JaHHBIX 2
JlomalHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIEKTa

18 OnTtumuzanus ¢GailyioBbIX CIIy:X0 2
JlomalHee 3aJaHHe: YTCHHE U aHAIU3 KOHCIEKTa

19 [InanupoBaHue U peanu3aiys 3aluThl CETeH 2
JlomalHee 3a/JaHHe: YTCHHE U aHAIW3 KOHCIIEKTA

20 [TpoekTrpoBaHue 1 BHeApeHUe HHPpacTpyKTypsl NAP 2
JlomanHee 3a/JaHHe: YTCHUE U aHAIW3 KOHCIIEKTA

21 [TpoekTHpoBaHKE U peaTu3alys 3alUThl CIYXKO0 JOCTyIa K CETH 2
JlomanHee 3aJaHHe: YTCHUE U aHAIW3 KOHCIIEKTA

22 [1nanupoBaHue cI0KHOM HHPPACTPYKTYPHI YAAJIIEHHOTO TOCTyNa 2
JlomamHee 3a1aHue:0ITOTOBKA K TECTUPOBaHUIO 110 Teme 2.3.1.

IIpakTnyeckue 3aHATHS 40

1 Co3pnaHue miaHa anrpeiia 1 Murpauuu cepsepa. [lnmanupoBanue BUpTyalInu3aluu.

2-3 Cosznanus 00pa3oB cepBepa. BHeapeHne cTpaTernu aBTOMaTHIECKOTO pa3BePThHIBAHUS.

4-5 VYcTaHoBKa M MCIOJIb30BaHUE BUPTYaNbHbIX MamuH B System Center 2016. Peanuzanus 6ubnuorex u
npodusnelt nucneryepa BUPTyalbHbIX MamuH. [InanupoBanue u pa3BepToiBanue ciayx6 VMM.

6-7 Pabota B BupTyaneHbIx cpenax. [lpoextupoBanue u peanuszanus geca AD DS. TlpoektupoBanue u
peanu3anys JOBEepUTEIbHBIX OTHOIIECHUH MEXY JIeCaMHU.

8-9 Pa6ora B BUupTyanbHbIX cpenax. [lnanupoBanue aenerupoBaHus aAMUHUCTPATUBHBIX 3a/au.

IIpoektupoBanue cTpykrypbl nogpasaenenuii OU. IIpoekTupoBaHue U BHEAPEHUE CTPATETUU TPYIIII
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AD DS.

10-11

C6op TpedyeMoii nHpopMaLUu AJs IPOEKTUPOBAHMS IPYNIIOBBIX NMOIUTHK. [IpoexTupoBanue u
BHE/IPEHHE TPYIIOBHIX MOJUTHK B BEIOPaHHOM BUpTYyalibHOM cpeze. [IpoekTrupoBanue o0paboTKu
I'PYNIOBBIX NONUTUK. [I1aHnpoBanue ynpaBieHus rpynoBeIMY OJUTUKaMU. BHeapenue ynpaBiieHus
I'PYIIIOBBIMU IIOJIMTUKAMU HA BUPTYAJIILHOM CEPBEpE.

12-13

[IpoekTupoBanue u peanusarnus caiitoB Active Directory. [IpoektupoBanue perumkanuu Active
Directory. [IpoextupoBanue pa3MenieHus KOHTPOIIEPOB TOMEHA. BupTyanusamnus KOHTPOIIEPOB
nomeHa. [IpoexkTupoBaHre BEICOKOH JOCTYITHOCTH KOHTPOJUIEPOB IoMeHa. Peanu3alus npoekToB Ha
BHPTYaJIbHOM CEpBEpeE.

14-15

[TnanupoBanue u Bueapenue iISCSI SAN. [TnanupoBanue u BHeapenue Storage Spaces. OnTuMH3aIus
(baitoBBIX CTYXO0 11 prHaios.

16-17

[TpoexktupoBanue u BHeApeHHe ucnoiab3oBanus Windows Firewall. [IpoexktiupoBanue u BHeApeHNE
uHpacTpykTypsl NAP.

18-20

[TnanupoBanue u Bueapenue VPN. [lnanupoBanue u BHeapenue Web Application Proxy.
[TnarmpoBaHue c0KHOW HHPPACTPYKTYpHI yaalneHHOro noctyna. Co3nanue TaHHOH HHPpaCTpyKTypa
C MCIOJIb30BAHUEM BUPTYAJIbHBIX KOMIIOHEHT CPEJIbI.

CamocrosiTesbHasi padora 12
Co3znaTh peKOMEHAAIMH [0 alrpelIy 1 MUTPAIMU CEPBEPOB U 0a3 TaHHBIX
IIpoBecTu CpaBHUTEIBHBIA aHAIN3 CPEACTB BUPTYAJIU3ALUN
[IpoBectu anasn3 ciy0 ynpasieHus npasamu Active Directory
[TpoBecTy cpaBHUTENBHBINA aHATIN3 CIOCO00B MM (poBaHus ¢ailios
Pa3paboraTe npuMep rpyninoBoi MOJUTUKU YIIPABICHHS KIMEHTCKUMH KOMIBIOTEpaMH
[TonroroBuTh BEICTyIIEHUE Ha TeMY «CpeacTBa MOCTPOSHUS 3aIIUIIEHHBIX CETEN»
Tema 2.3.2. Coaep:kanue 70
Peanmusanus npoasunyToin | 1 0630p ympasnenus Llentpom O6paboTku JlaHHBIX npeanpusTus 2
CEpBEPHON MHPPACTPYKTYPEI JlomamHee 3aiaHle: YTCHUE U AHAJIN3 KOHCIIEKTa
2 [1nanupoBaHue pa3BepThIBAHUSI JUCHIETYEpa BUPTYaIbHBIX MamuH (VMM) 2
JlomamHee 3aiaHle: YTCHUE U AHAJIN3 KOHCIIEKTa
3 [1nanupoBaHue U pean3alivs CepBepHON BUPTyaTIn3aluu 2
JlomaniHee 3aiaHle: YTEHUE U aHAIN3 KOHCIIEKTa
4 [TnanupoBaHue U pean3alus ceTeBo HHPPACTPYKTYPHI JUIsl BUPTYAIU3ALUU 2
JlomMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
S) [1nanupoBaHue U pean3alys CUCTEM XPaHEHMsI JaHHBIX JJIs1 BUPTyaJIu3aluu 2
JlomMalHee 3aJaHHe: YTCHUE U aHAIU3 KOHCIEKTa
6 [InannpoBaHue U pa3BEPTHIBAHNE BUPTYAJIbHBIX MAalIMH 2
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I[()Mamﬂee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

7 [TnanupoBanue u peanusanus pernku Hyper-V ‘ 2
JlomMalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIIEKTA

8 [1naHupoBaHue U peain3alus pelieHus M0 aIMUHUCTPUPOBAHUIO BUPTYaAIU3aLUU | 2
JlomMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA

9 [TnanupoBaHue U pean3alusi YCTAHOBKYA OOHOBJICHUH B MH(PACTPYKTYpe CEPBEPHON BUPTYaATU3AIIH ‘ 2
JlomalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

10 [InanupoBaHue U pean3alys CTPATErui MOHUTOPUHIA CEPBEPOB ‘ 2
JlomalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

11 [InanupoBaHue M HACTPOMKA KOMIIOHEHT MOHUTOpHHra. Hactpolika B3anmoerncrteus ¢ VMM ‘ 2
JlomalHee 3aJaHHe: YTCHUE U aHAIM3 KOHCIEKTa

12 [1nanupoBaHue U pean3alys pelieHuH BBICOKOM TIOCTYIHOCTH JUIsl (DaliIoBBIX CIY»KO U MPUIIOKEHUN ‘ 2
JlomalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIICKTA

13 [TnanupoBaHue HHPPACTPYKTYPHI OTKA30yCTOMYMBBIX KJacTepoB. BHepeHne 0Tka30ycTORYMBOIrO 2
KJ1acrepa
JlomMalHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIEKTa

14 [TmanupoBaHue pacnpeaeNéHHBIX 0TKa30YCTOMUUBBIX KJIACTEPOB. \ 2
JlomMalHee 3aJaHHe: YTCHHE U aHAJIU3 KOHCIEKTa

15 [1nanupoBaHue U peanu3anus CTpaTeruil pesepBHOro konuposanus. [InaHupoBanue u peannsanus 2
BOCCTAHOBJICHUS
JlomalHee 3aJaHHe: YTCHHE U aHAJIU3 KOHCIEKTa

16 [TmanupoBaHue U pean3alus pe3epPBHOTO KOMPOBAHMSI U BOCCTAHOBJICHHUSI BUPTYaIbHBIX MAIINH \ 2
JlomMalHee 3aJaHHe: YTCHHE U aHAIM3 KOHCIEKTa

17 [TnanupoBanue U peannsanus HHOPACTPYKTYPBI OTKPHITHIX KIHOUeH ‘ 2
JlomalHee 3a/JaHHe: YTCHHE U aHAJIU3 KOHCIEKTa

18 [TmaHupoBaHue W peann3anus BbIIaud U OT3bIBa cepTH(HKaTOB. [ImaHnpoBaHue u peann3anus 2
apXHBallMU U BOCCTAHOBJICHHSI KIIIOUEH.
JlomaniHee 3alaHHe: YTCHHUE U aHAJIH3 KOHCIIEKTa

19 [TnanupoBanue u pazeptbhiBanue AD FS ‘ 2
JlomalHee 3a/laHHe: YTCHHE U aHAJIU3 KOHCIIEKTa

20 [Tnaanposanue u peanmsanus Web Application Proxy. \ 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIICKTA

21 [TnannpoBaHue U peanu3anus J0CTyna K JaHHBIM JIJIS TTOJIh30BaTENICH M YCTPOMCTB \ 2
JloMalHee 3a/JaHHe: YTCHHE U aHAIU3 KOHCIIEKTA

22 [TnanupoBaHue MOJIKIOYEHUS K paboyeMy MecTy. [lnannpoBanue pabo4mx mamnox ‘ 2
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I[OMaIIIHee 3aJaHMe: YTCHUC U aHaJIM3 KOHCIICKTa

23 [TnanupoBaHue U peanusanus CIyxO0bl yIIpaBJICHHS IpaBaMu 2
JlomMalHee 3a/JaHHe: YTCHUE U aHAIU3 KOHCIIEKTA
24 [TnanupoBanue u peanuzanus Bzaumoericteust AD RMS u Dynamic Access Control. 2
JlomanHee 3a1aHue:10ITOTOBKA K TECTUPOBAHUIO 110 Teme 2.3.2.
IIpakTHyecKue 3aHATHSA 20
21-22 | [InanupoBaHue U peaau3anys HHOW CEpBEPHOIN BUPTYaTU3aIHH.
23-24 | IlnanupoBaHWE CHCTEM XpaHEHUS Ul BHpTyain3auuu. Peanusanus CcUCTeM XpaHEHUS IS
BUpTyanu3anuu. [IpoekTupoBaHue ceTeBoW MHOPACTPYKTYPHI Ui BUPTyanu3auuu. [lnaHupoBanue u
peanu3aysi BUPTYaJIM3allui CETH.
25 [TnanupoBaHue u peannsals YCTAHOBKA OOHOBJIICHUH B MH(PPACTPYKTYpE CEPBEPHOI BUPTYAITU3AIUH.
26-27 | IlmanupoBaHWe H pa3BEePTHIBAHHE YIOCTOBEPSIOMIMX MEHTPOB. llmaHWpoBaHWe W peann3anus
ma0oHoB  ceprudukaroB. [lnaHupoBaHwe ¥ peanu3ainus BbIJAYX M OT3bIBA CEPTUHUKATOB.
[TmanupoBaHue U peann3anus apXUBalUU U BOCCTAHOBIICHHSI KITFOUYCH.
28 [TnanupoBanue u peanuzanus uHppacTpykrypsl AD FS. [TnanupoBanue u peanuzanus AD FS Claim
Providers u Relying Parties. IlmanupoBanme u peammszanus AD FS Claims u Claim Rules.
[InanupoBanue u peanusaips Web Application Proxy.
29-30 | [ImanupoBanue u peanusanus DAC. [InanupoBanue momkimodeHus Kk pabouemy mecty (Workplace
Join). ITnanupoBanue pabounx nanok (Work Folders).
CamocrosiTesbHasi padora 2
[TonroToBuTh Mpe3eHTanunio Ha TeMy «CpeacTBa pe3epBHOTO KOITMPOBAHUS
IIpome:xxyTouHasi arTecTanus (3K3aMeH) 6
Y4yeOHasi npaKkTHKA 144
Buasbl pador
1 [TpoBeneHne MHCTPYKTaXka Mo TeXHUKe Oe3onacHocTH. [lonydyeHue 3ajaHuil 1o TeMaTHKeE. 6
2 YcranoBka Windows Server 2016. 6
3 YcranoBka Debian 8. 6
4 YcranoBka Windows 10. 6
5 YcranoBka u HacTpoiika AD/DC u noAKIII0YeHHE KIUEHTCKUX KOMITbIOTEPOB. 6
6 Ycranoska u Hactporika DHCP-cepsepa Ha 6aze Windows Server 2016. 6
7 YcranoBka u HacTpoiika DHCP-cepBepa Ha 6a3e Debian 8. 6
8 Hacrpoiika mapmpyruzanun Ha 6aze Windows Server 2016. 6
9 Hactpoiika mapuipyru3anuu Ha 6a3e Debian 8. 6
10 Hactpoiika NAT na 6aze Windows Server 2016. 6
11 Hactpoiika NAT na 6a3e Debian 8. 6
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12 Hactpoiika mpokcu cepepa Kerio Control Ha 6a3e Windows Server 2016. 6
13 Hacrpoiika nmpokcu cepepa Squid Ha 6aze Debian 8. 6
14 Ycranoka u Hactpoka [IS + MSSQL-server + PHP ma Windows Server 2016. 6
15 YcranoBka u Hactpoka IIS + MSSQL-server + PHP na Windows Server 2016. 6
16 YcranoBka u HacTpoiika Apache + MySQL + PHP + JOOMLA na Debian 8. 6
17 YcranoBka u HacTpoiika Apache + MySQL + PHP + JOOMLA na Debian 8. 6
18 YcraHoBKa B HacTpoiika mouroBoro cepsepa Postfix B cBsa3ke Linux Debian + Postfix + Dovecot + MySQ. 6
19 YcTaHoBKa M HacTpoiika mouToBoro cepsepa Postfix B cBszke Linux Debian + Postfix + Dovecot + MySQ. 6
20 YcranoBka Kaspersky Security Center 10 u qucranumonsnoe passepteiBanne KES. 6
21 YcraHoBKa 1 HacTpoiika cepsepa | C-nmpeanpusiTys U MOAKIIOYCHHE KIMEHTCKUX KOMITBIOTEPOB. 6
22 HacTpoiika ¢aiinoBoro cepsepa na Windows Server 2016. 6
23 Hacrpoiika ¢aiinoBoro cepsepa Ha Debian. 6
24 Odopmiienne oTueTa. YuacTue B 3aueTe-KoH(EepeHIInH 10 y4eOHOH MPaKTHKE 6
IIpousBoacTBeHHAsi MPAKTHKA(MO MPOPUIIO CIIeNUATHLHOCTH) 144
Buasbl pador
1 [TpoBeieHne MHCTPYKTaXKa M0 TeXHHUKe Oe3omacHocTH. O3HakoMmileHHe ¢ npeanpustieM. Ilonydenue 3a1aHuii o TeMaTUKe. 6
2 3HAaKOMCTBO C 0a30if MPAKTUKH: O3HAKOMJICHHE C TIPEINPUATHEM, 3HAKOMCTBO C YIPEAUTEIbHBIMH JOKYMEHTAMH MIPEITPUITHS 6
(opraHu3anuu), M3y4eHHe OpraHu3alMOHHO-YIIPABIEHYECKON CTPYKTYphI, U3yUSHHE 3aay MOoApa3AeIeHUH U MX B3aUMOCBS3H
3 HccnenoBanue J0KaIbHONH KOMIBIOTEPHOW CETH NMPEANPUATHS (OPTaHU3AIHMH): H3yYSHNE TONOJIOTHHA KOMITBIOTEPHOH CeTH 6
NPEINPUATHS, ONPe/IeTIeHNe B1/1a TONOJIOIMH KOMITBIOTEPHOH CETH NMPEeNNpUATHS, U3YyYeHUE apXUTEKTYPbl KOMIIBIOTEPHOH ceTH
TPEIPUSTHS, OTIPENICIICHNE BIIA ADXUTEKTYPhl KOMITBIOTEPHOM CETH MPEIpPUsTHS,
4 CocraBieHue JOKyMEHTAIMM Ha CYIIECTBYIOIIYIO CETh MPEANPUATHI, CXeMaTHYHO - OOIIYIO CeTh, MOJIPOOHO - OJTHOTO U3 MOMEIEHUH. 6
5 HccnenoBanue mporpaMMHOTO 00eCrieueHHs] XOCTOB CEeTH MPEIPUATUS OpraHU3aluy: CBEIEHUS O IPOTPaMMHOM 00€CTIEYeHUH XOCTOB 6
ceTel; n3ydeHue xapakrepuctuk 110 xocTos.
6 W3yuenune aqMMHUCTPUPOBAHUS KOMITBIOTEPHOM CETHU MPEANPUATHS OPTraHU3aLUU COMPOBOXKAECHUE U KOHTPOJIb MCIIOIb30BaHUS 6
mo4ToBOTO cepBepa, SQL — cepBepa u Ap.: HACTpoOIKa cepBepa U pabOUNX CTAHITUH I O€30TacHO# nepenadu nHOopMaIu,
ycraHoBku Web — cepBepa
7 JleMoHCTpanusi yMEHUM MO0 HACTPOUWKE CETEBBIX MPOTOKOJIOB U CUCTEM CETEBOM 3alUTHI 6
8 JleMOoHCTpalys YMEHHH 10 MOJIh30BAaHUIO TEXHUYECKIUMH U MPOTPAMMHBIMH CPEJCTBAMM JIJIsl TUATHOCTUKH CETH. 6
9 VYcranoBka 1 KOHQUTYPHUPOBAHUE aHTUBUPYCHOTO MPOTPAMMHOTO 00ECTICUCHHU S, IPOTPAMMHOTO 00ecTieueHus 0a3 JaHHBIX, 6
MIPOrPaMMHOT0 00ecreueH!s] MOHUTOPUHTA, 00ecIIeYeH s 3aIUThl IPU OJKIIOUEHUH K ceTH VIHTepHeT cpecTBaMu OllepalliOHHOM
CHCTEMBbI
10 [TocTpoenue 1oruyeckoi TONOJOTHH JOKAIbHOM ceTH ¢ ucnonb3oBanue [10 B 371eKTPOHHOM BH/JIE: BHIOOP CETEBOI TOMOIOTUN 00BEKTA 6

npodeccnoHaNbHOM eATeIbHOCTH, PaCU€T OCHOBHBIX MTapaMEeTPOB JIOKAJIbHOM ceTH; KOHTPOJIb COOTBETCTBUS pa3padaThiBA€MOTo
MPOEKTAa HOPMATUBHO-TEXHUYECKON JOKYMEHTAIINH.
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11 Omnwucanue NporpaMMHOTO M allapaTHOTr0 00ecreYeHus! JIOKAIbHOW CEeTH NPEANPUSTHsI (OpraHU3aIIH) 6

12 Ananus [10 KOMIIBIOTEpHON CETH AAHHOTO NPEANPUATHS, U3YUYEHHE XapaKTepPUCTHK JIPaiBEPOB CETEBbIX a/lalITEPOB 6

13 HccnenoBanue HaCTPOEK MPOrpaMMHOTO M alllIapaTHOTO 00ecreueH s, aHAJIN3 aIMUHUCTPATUBHOTO IPOTPAMMHOT0 00eCTIeYeHHU s 6
JIOKQJIbHOM CEeTH; 0COOEHHOCTH U crieUU(UKN HACTPOMKH JIOKAJIbHON CETH IaHHON OpraHU3alHH.

14 Brimonnenue paboT 1o aAMUHUCTPUPOBAHHIO paboueil cTaHIMK, pa3paboTKa MpuMepa rpyNinoBOl HOJIUTUKA YIPABICHHS 6
KJIMEHTCKUMU KOMITBIOTEpaMU JUIsl IPUMEHEHMsI Ha YPOBHE CalTOB, JIOMEHOB M IIOJIPa3/I€JIeHNI; HACTPOiiKa MpaBa JOCTyIa
II0JI30BATEIIEH K CETH.

15 N3zyuenne OC uHBIX cepBEpOB JOKAIbHON CETH MPEANPUITUS (OpraHU3alin) UCCIIEN0BaTh CTPYKTYPY CETEBBIX ONEPALMOHHBIX CHCTEM; 6
paccMOTpeTh ciocoObl B3aMMOICHCTBHSI ITOJIb30BATEIICH C CETEBBIMU ONIEPALIMOHHBIMUA CHCTEMaMH.

16 W3yuenue TeHAEHIMI pa3BUTHI CETEBBIX ONEPALlMOHHBIX CUCTEM; BBISBICHHE HHTEPECOB MOJIb30BATENIEH CETEBBIX ONEPAMOHHBIX 6
CUCTEM.

17 Br160op I1O cbopa naHHBIX Ui aHaIKM3a UCTIOIb30BaHUS U (DYHKIIMOHUPOBAHUS POTPAMMHO-TEXHUUYECKUX CPEACTB KOMITbIOTEPHBIX 6
cerell, 000CHOBaHME BbIOOpa cucTeM cOOpa U aHaJIN3a JaHHBIX, KOHTPOJIS 32 MU3MEHEHUSMHU B MH(OPMAILIMOHHON cHCcTEeME U
OTIOBEIIEHHSI O HUX a]MHHUACTPATOPA.

18 BblnonHeHue CKpUHIIOTOB M IPOTOKOJIOB aHAIM3a IPOrPaMMHO-TEXHUUYECKUX CPEACTB KOMIbIOTEPHbBIX CETEH. 6

19 Omnucanwue cpencts odbecrnedeHusi 0€30MacHOCTH QYHKIIMOHUPOBAHUS WH()OPMAITMOHHON CETH MPEATIPUATHS OPraHNu3allid, aHAH3 6
cucreMHoro xypHana I1K; nzyuenue anmapaTHbIX CpeACTB, UCIIOIb3YEMbIX Ha MPEANPHUITUH s oOecrieueHust 6€301MacHOCTH
(YHKIIMOHUPOBAHMUSI CETH.

20 Omnucanue cpecTB odecnedyeHus: 0e30MacHOCTH GYHKIMOHUPOBAHUS HH(OPMAIIMOHHOMN CETH NMPEANPUATUS OpraHU3aluy, U3y4eHne 6
MPOTPaMMHBIX JIUATHOCTHYECKHUX CPEICTB, HCIIOJIb3YEMbIX Ha MPEANIPUIATHH TSl oOecrieueH s 0€30macHOCTH (PYHKIIMOHUPOBAHHS
CETH.

21 COop n1st mpe1ocTaBiIeHUs JOKYMEHTAIIMU TI0 OPTaHU3aIiy 0€30MacCHOCTH HH(POPMAIIMOHHON CETH NMPEANPUATHS OPTaHU3aIluu 6
(opraHu3anus 3alMThl IEPCOHATBHBIX JaHHBIX)

22 CocraBrienne npeyioxKeHUH (JOKJIaJHON 3alMCKN) TI0 MOIEPHU3AIIUH JIOKATbHON CETH MPEANPHUATHS, ONUPasCh Ha COOpaHHbIE 6
CBEJICHMSL.

23 3anoJiHeHNe TOKYMEHTAIIMU B CBSI3M C OKOHYAHUEM MPAKTHKH. 6

24 Odopmienne oTdyera. YyacTue B 3a4eT-KOH(GEPEHIIUH M0 TPOU3BOJICTBEHHOM MPaKTUKE. 6

IIpome:xxyTouHasi arTrecTanus (3k3aMeH (KBaIu(PUKAIMOHHBI)) 8
Bcero: 870

19




3. YCJIOBMS PEAJIU3ALIMUA TPOTPAMMBI IPO®ECCUOHAJILHOTO
MOJYJIS

3.1. TpeboBaHUSI K MUHMMAJIBLHOMY MATEPHAIBLHO-TEXHHYECKOMY O0ecredyeHuIo
Peanuzanmss mporpaMmbl  MOIYJSL TpeAnojaraeT Haluyue JiabopaTtopuid
«MHpOopMaIIMOHHBIX pecypcoBy, «IKCIuTyaTaluu 00BEKTOB CETEeBOI

UHOPACTPYKTYPHD».

O6opynoBanue 1a00paTOPUIA:

- Cton yuurenbckuii -1 mr.

- CTos1 KOMIIBIOTEPHBIN 14 T

- [Tapra — 4 it

- Kpecno 14 mr.

- Jlocka 1 mt

- [IpoekTop — | wr

- OkpaH — | mr.

- Ctenp Yurexnpodu «KommbroTepHbie ceT 1 mT

- Komnsrorep(kiaBuatypa, MOHUTOP, MbIib)CoreiS He MeHee 2 CeTeBbIX IIaT,
nporieccop He Hke Core 15, onepaTtuBHas maMmsaTh oo0bemMoM He meHee 16 1'6; HD 1000
Gb — 10 it

- Crenn Crpenen-MuTerpan — 1 mwir.

- Cepep — 1 miT.

3.2. Undopmannonnoe odecneyenue 00yueHust

OCHOBHBIE HCTOYHUKH:

1. bapanuukoB A.M. Opranuzanus CETEBOro aJMUHUCTPUPOBAHUS : YUCOHUK /
A.W. bapanuukos, [I.A. bapanuukos, A.}O. I'pomoB. — M. : KYPC, HUL] UHOPA-M,
2019. — 384 ¢. — (Cpennee mpodeccuoHaibHOE 00pazoBaHme). - PexuM mocTyma:
http://znanium.com/catalog/product/961771

2. Oneparmmonnsie cucteMbl. OcHoBel UNIX : yue0. mocobue / A.b. BaBpentok,
O.K. Kypsiiea, C.B. Kyrenos, B.B. Makapos. — M. : UH®PA-M, 2019. — 160 c. +
Jon. wmarepuansl [OnekTpoHHbIi  pecypc]. — (Cpemnee mpodeccruoHanbHOe
obpasoBanmue). - ; Pexxum noctyna: http://www.znanium.com/catalog/product/1018904

3. TlporpamMmmHOe obOecrieueHre KOMIBIOTEPHBIX ceTei : yuel. mocobue / O.B.
Ncauenko. — M. : UH®PA-M, 2018. — 117 ¢. — (Cpennee mpodeccruoHalbHOe
obOpasoBanue). - Pexxum moctyna: http://znanium.com/catalog/product/941753

HNuTepHeT pecypcesr:
1. DnekTpoHHO-OMONMMOTEUHAs CcucTeMa. [DIEKTPOHHBIM pecypc] — pexuM
nocryna: http://znanium.com/ (2002-2019)
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4. KOHTPOJIb 1 OIIEHKA PE3YJIbBTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIS (ITO PA3JIEJIAM)

Kon n HaumeHoBaHue

po)eCCHOHATIBHBIX U

00X KOMIICTCHIIUH,
bopMHUpPYEMBIX B
pamMKax MOy

Kputepuu onenku

MeTtonrb! onieHKH

I1IK 2.1.
AJIMUHHUCTPUPOBATh
JIOKaJIbHBIE
BBIYMCIIUTEIIBHBIE CETH
Y IPUHHUMATB MEPBI 110
YCTPaHCHUIO
BO3MOJKHBIX COOEB.

O1eHKa «OTINYHOY -
TEXHUYECKOE 3aJaHHE
POAHAIM3UPOBAHO,
ITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJ[aHUI0 U
0(OpMIICH B COOTBETCTBUU CO
CTaHJIapTaMH, TOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
O11cHKa «XOPOIIIO0Y -
QITOPUTM pa3paboTaH,

0 OpMIIEH B COOTBETCTBUU CO
CTaHJApTaMH U
COOTBETCTBYET 3aJIaHUIO,
MOSICHEHBI €T0 OCHOBHBIC
CTPYKTYPHI.

Ouenka
«yJOBJIETBOPHTEIbHO) -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 33JIaHUIO.

Dk3aMeH/3a4eT B hopme
co0eceJOBaHuUs: TIPAKTUIECKOE
3aJJaHKe TI0 TIOCTPOCHHIO
JITOPUTMA B COOTBETCTBUU C
TEXHUYECKUM 3aJaHUEM

3ammra OTYETOB 110
NPAaKTUYCCKUM U
nabopaTopHBIM paboTam

1IK 2.2.
AJIMAHHUCTPUPOBATh
CETEBBIE PECYPCHI B
MH(OPMALIMOHHBIX
CHUCTEMaX.

OreHKa «OTJINYHO) -
TEXHUYECKOE 3aJaHHE
MPOAHATHU3UPOBAHO,
aJIroOpuTM pa3paboTaH,
COOTBETCTBYET
TEXHHUYECKOMY 33JIJaHUI0 U
0(OpMIIEH B COOTBETCTBUU CO
CTaHdapTaMu, IMOACHCHBI €0
OCHOBHBIE CTPYKTYPBHI.
O1ieHKa «XOPOIO0Y -
AITOPUTM pa3padoTaH,

0 OpMIIEH B COOTBETCTBUU CO
CTaHJapTaMH U
COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPHI.

Ouenka
«yIOBJIETBOPHUTETbHO -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33IaHUIO.

Dk3amen/3a4et B popme
co0ece10BaHUA: MPAKTUYECKOE
3aJJaHKE TI0 TIOCTPOEHHUIO
aJITOPUTMA B COOTBETCTBHH C
TEXHUYECKHUM 3aJaHUEM

3ammra OTYETOB 110
MPAKTUYECKUM U
nmabopaTopHBIM paboTam
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ITIK 2. 3. O0ecnieuuBaTh
cOOp TaHHBIX IS
aHajau3a
HCIIOJIB30BaHMS U
(GyHKIIMOHUPOBAHUS
MIPOrpPaMMHO-
TEXHUYECKUX CPEICTB
KOMITBIOTEPHBIX CETEH.

O1ieHKa «OTJAMYHOY -
TEXHUYECKOE 3a/IaHHC
MPOAHATH3UPOBAHO,
QITOPUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHUI0 U
0(OpPMIICH B COOTBETCTBUU CO
CTaHJapTaMH, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
O1ieHKa «XOpPOII0Y -
ITOPUTM pa3padoTaH,

0 OpMIICH B COOTBETCTBUU CO
CTaHJapTaMH U
COOTBETCTBYET 3aaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Ouenka
«yOBJIETBOPHUTEILHO) -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 33JIaHUIO.

Ok3ameH/3aueT B hopme
cobeceToBaHuUs: IPAKTUIECKOE
3a7laHue M0 IIOCTPOSHUIO
aJITOPUTMa B COOTBETCTBHU C
TEXHUYECKUM 33TaHUEM

3amTa OTYETOB 110
MPAKTUYECKUM U
nabopaTopHBIM paboTam

IIK 2. 4.
B3aumoneiictBoBaTh CO
CIIEI[AIMCTAMU
CMEXHOTO TIPOdHIIS
pu pa3paboTke
METO/JIOB, CPEJICTB U
TEXHOJIOTHH
MIPUMEHEHHUSI OOBEKTOB
npodeccnoHaTEHOM
JeSITSIbHOCTH.

OrneHka «OTJINYHOY -
TEXHUUYECKOE 3aJaHHe
POaHAIM3UPOBAHO,
AIrOPUTM pa3paboTaH,
COOTBETCTBYET
TEXHUUYECKOMY 3aJIaHUIO U

0 OpMIIEH B COOTBETCTBUU CO
CTaHJapTaMH, MOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.
Onenka «xopomuo» -
aJITOpUTM pa3paboTaH,
0o(opMIIEH B COOTBETCTBUU CO
CTaHJApTaMH U
COOTBETCTBYET 33JaHUIO,
MOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPHI.

Onenka
«yIOBJIETBOPUTETbHO -
AITOPUTM pa3paboTaH U
COOTBETCTBYET 33JaHUIO.

Dk3ameH/3a4eT B hopme
co0eceI0BaHus: MPAKTHIECKOES
3a/1aHKe 110 IOCTPOCHUIO
aJIrOPUTMa B COOTBETCTBHU C
TCXHUYCCKUM 3a1aHUEM

3amura oTYETOB 110
NPAaKTUYECKUM U
nabopaTopHbIM paboTam
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